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single operating environment and mitigating homogenization attacks. The existing diversified technical evaluation
index ROP gadgets survival rate is difficult to directly reflect the safety impact and the evaluation method is single.
In order to evaluate the effectiveness of the diversification method more comprehensively and effectively, a software
diversification evaluation method based on the properties of ROP/JOP gadgets is proposed, by analyzing common
code reuse attacks, and turns abstract quantification into concrete indicators evaluates the security gain and effect of
diversified methods from three aspects of space, time and quality. The method first discusses how diversification
techniques affect ROP/JOP attacks according to the three properties of gadgets similarity, damage degree and
availability. Nine kinds of diversification methods, such as instruction replacement, NOP insertion, and control flow
flattening, are used to diversify the GNU coreutils assembly to generate diversification assembly. Experiments based
on the property of gadgets are carried out on the diverse assemblies, and the effectiveness of different diversification
methods and the impact on attacks are evaluated according to the experimental results. The experimental results
show that this method can accurately evaluate the security gain of software diversification methods, the
diversification technology will lead to the increase of the attack chain space required by the ROP/JOP attack, the
longer time to construct the attack chain and the lower the attack success rate. The effects of different

diversification methods are different, it has a guiding role for the follow-up research on diversified technologies

%85

with higher safety gains.
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Table 3 Results of diversified technology assessment

Gadgets HILLE Gadgets TifhH Gadgets IEERF (1Ms)

AARA AR
ROP JOP ROP JOP ROP JOP
CFF 6.73% 6.66% 34% 28% 359 46.7
NI 4.56% 5.23% 31% 26% 22.5 26.7
FCF 7.63% 8.56% 23% 20% 51.2 50.4
GVS 7.69% 8.50% 28% 18% 52.8 50.0
IR 7.75% 8.69% 25% 19% 51.4 52.5
FR 7.38% 8.51% 23% 21% 54.0 53.7
RS 7.91% 9.02% 14% 10% 54.1 50.4
FS 7.96% 8.71% 18% 11% 50.4 50.5
ESH 7.82% 8.79% 21% 12% 51.0 52.5
Normal — — 4% 3% 62.6 43.8
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